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Upcoming Program

Under the current administration, OSHA has 
dramatically increased the number of inspec-
tions and citations issued to roofing contrac-
tors. President Obama recently signed the 
Federal Budget Act (the “Act”) on November 2, 
2015. A provision was buried in the text of the 
Act that authorized OSHA to increase the 
penalties for citations for the first time since 
1990. Under the Act, OSHA can account for 
inflation from 1990 to 2015 and increase fines 
using a one-time increase. Modified for 
inflation, penalties can increase by as much as 
82%. For example, the maximum fine for a 
repeat or willful violation is $70,000. Under the 
new Act, the fines could increase to $125,000. 
The minimum fine often assessed to contrac-
tors is $7,000 for serious-classified violations. 
Under the new Act, that fine could increase to 
approximately $12,500.

The Act also allows OSHA to increase penalties 
every year to account for the Consumer Price 
Index (CPI) inflation increase. Currently, it 
appears the increased penalties will go into 
effect on or before August 1, 2016, with annual 
increases to start in 2017. Safety is a top 
priority for any roofer. However, given the 
rampant increase in OSHA inspections and 
questionable citations, this sudden and 
dramatic increase in penalties may have a 
chilling effect on construction and adversely 
affect many roofing contractors.

To address these issues, we recommend that 
roofing contractors participate in local, state 
and national roofing associations to lobby for 
changes to OSHA inspections and enforcement. 
Many states have also developed their own 
safety programs using federal guidelines and 
have opted out of federal OSHA enforcement. 
A state-centralized safety commission may 
have more accountability than the current 
federal Department of Labor.

Author’s note: The information contained in 
this article is for general educational informa-
tion only project and go from there. Author’s 
note: The information contained in this article 
is for general educational information only. 
This information does not constitute legal 
advice, is not intended to constitute legal 
advice, nor should it be relied upon as legal 
advice for your specific factual pattern or 
situation.

Trent Cotney is Florida Bar Certified in Construc-
tion Law, General Counsel and a director of the 
Florida Roofing Sheet Metal and Air-Condition-
ing Contractors Association (FRSA), a member 
of the Palm Beach County Roofing & Sheet 
Metal Association, a member of the National 
Roofing Contractors Association (NRCA), 
Midwest Roofing Contractors Association 
(MRCA) and several other FRSA affiliates.
For more information, contact the author at 
813-579-3278 or go to www.trentcotney.com.
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Types of Malware
Malware is any software that is deliberately harmful to a system or its data. The term could also apply to any software that’s not 
necessarily harmful, but is installed without your permission or knowledge.

Here’s some examples.
•	 Malware	that	encrypts	your	files	and	demands	a	ransom	*1
•	 Malware	that	silently	enrolls	your	computer	into	a	“botnet”,	using	it	to	send	spam	or	attack	other	systems	*1
•	 Malware	that	silently	exfiltrates	(steals)	data	and	sends	it	to	the	threat	actor’s	server	*1
•	 Fake	FBI	warnings	indicating	your	computer	was	engaged	in	illegal	activity	and	that	you	must	pay	a	fine	*2
•	 Fake	virus	warnings	that	try	to	trick	you	into	sending	payment	for	bogus	clean-up	programs	*2
•	 Annoying	advertising,	sometimes	with	random	audio,	even	if	you	aren’t	using	your	web	browser	at	the	moment.	*3

				1:	The	most	dangerous	and	destructive,	compromising	your	data	and/or	attacking	other	systems
				2:	Mostly	designed	to	scare	you,	not	necessarily	destructive
				3:	Not	designed	to	be	harmful,	but	could	be	harmful	due	to	poor	programming.	Certainly	it’s	annoying	and	unwelcome.
 
Ransomware
The	 latest	 class	of	malware	 is	 ransomware.	This	 type	of	malware	 is	 very	destructive,	encrypting	your	data	 then	demanding	a	
ransom	of	(usually)	several	hundred	dollars	due	within	a	few	days.	Ransomware	is	the	fastest	growing	segment	of	the	malware	
landscape.	Early	examples	include	CryptoLocker	and	CryptoWall.	More	recent	examples	include	the	far-more-virulent	WannaCry	
malware.	It’s	aptly	named,	too.

by Robert Ricketts Palm Beach County I.T.

Continued on page 3....

UNDERSTANDING MALWARE

By Robert Ricketts



February	2016	JULY	2017					2

Glenn	Rimpela
President

Dennis Medaglia
Vice President

George Jacobazzi
Treasurer/Past	President

Manny Oyola
Secretary

BOARD MEMBERS
	 •	Ronney	Taveras

	 •	Mark	Landis	

	 •	Ben	Preston

	 •	Mark	Terlep

	 •	Joe	Byrne

	 •	Jeff	Eagle

Ronald	A.	Frano	MBA
Executive	Director

Legal Counsel
Trent	Cotney,	P.A.			813.579.3278

Program, Publication & Web
Joe	Byrne		561-471-8363

Palm Beach County Board
Representatives:

Construction	Industry	Licensing	Board

Ben	Preston,	561-964-7987

Construction	Board	of	Adjustment	&	Appeals

Manny	Oyola	561-436-5765

Building	Code	Advisory	Board

Joe	Byrne		561-471-8363

2017	Officers	&
Board	of	Directors

MESSAGE FROM THE PRESIDENT

We are trying to make our monthly meetings more informative 
and useful for our members. We have received a request from 
a building department, BOCA, for information on our monthly 
meetings so they can send inspectors or other building officials to 
the meeting for learning/educational purposes.

We need your input on the major issues you face with the individual 
building departments. Do you have code issues, inspection issues, 
installation issues or any other issue that holds up your projects?

Send us a note on what problems you face and the municipalities 
where you have the most difficulty. (email to rfrano@comcast.net)

With this information, we can invite a number of inspectors and staff from the various 
departments to our meetings to discuss how to deal with these problems.

Our Board can also compile a list of problem areas and municipalities so they can get involved.

Our July meeting will be a general discussion of the building issues mentioned above.

Mark your calendar. 

Respectfully Submitted

Glenn Rimpela
President
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I want to take this opportunity to wish all of you a 
happy, healthy, and prosperous 2016. It is an honor for 
me to serve as your President for this year. Last year, 
many of you showed your support for our association 
by participating in our monthly meetings and our other 
events. I ask for your support again for this year. We 
hope 2016 will be a very successful year for our organi-
zation. This association was formed decades ago to 
promote our industry to the public and to assist those 
who are in the field. We have a preliminary calendar 
for 2016 wherein our goal is to make our monthly meetings, interesting, informative 
and a positive networking environment. In January we will have as our guests the 
county and municipal building officials to discuss procedures, codes and any updated 
information. In February we have Mark Zehnal of FRSA speaking about the FBC Energy 
Code. We will have in March, Trent Cotney, Esq. presenting information on Contractor 
Licensing, In the remaining months we will have a speaker on improving cash flow; 
computer security and Rob Foote for his annual presentation on OSHA and other risk 
management issues. We are still searching for a speaker on Green Construction issues 
for roofers and perhaps updates on Icynene and related products.

If you have friends in the roofing industry, ask them to attend a meeting and perhaps 
convince them to join our group. If they come to our meeting with the intention of 
joining, we will not charge them for that preliminary meal as an incentive.

Also in January, we will be give our Jim Carr Award to Walt Millet, Altec Roofing. The Jim 
Carr Lifetime Achievement Award is presented to a person who has brought value to 
the roofing industry through honesty, integrity, and service to the community; an 
individual who has served the public and our industry with distinction over a lifetime. 
We will give the President’s award to our 2015 President Mike Daley for his service to 
the association this past year.
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Decrypting	the	hijacked	files	on	your	own	or	even	calling	for	professional	help	is	hopeless	because	the	encryption	is	industrial	
strength.	Not	even	professional	security	analysts	can	undo	the	damage	caused	by	modern	ransomware.

Hopefully	you	have	a	backup!	Paying	the	crooks,	which	is	never	recommended,	gives	no	guarantee	of	recovering	your	data.	And	
even	if	you	wanted	to	pay	the	ransom,	the	payment	process	is	very	complex	involving	the	irreversible	and	essentially	anonymous	
Bitcoin.	It’s	unlikely	you	could	research,	setup,	and	fund	a	Bitcoin	wallet	in	time	to	make	payment.

Botnet
A	botnet,	or	robotic	network,	is	a	large	scattered	collection	of	computers	(or	crappy	IoT	devices)	that	obey	the	commands	(issued	
over	the	internet)	by	the	threat	actor,	a	“botmaster”,	who	controls	the	botnet.	These	infected	computers,	called	zombies,	could	
belong	to	anyone:	home	users,	companies,	government	offices,	universities,	etc.	The	users	of	these	computers	don’t	know	they’re	
infected	as	their	computers	generally	continue	working	as	before.	This	type	of	malware	isn’t	intended	to	show	itself	to-	or	elicit	a	
response	from-	the	infected	user,	but	rather	to	attack	other	systems	on	the	internet	or	to	send	spam.

Imagine	the	computing	power	that	a	botmaster	could	muster	if	he	controlled	several	thousand	or	even	several	million	computers	
and	IoT	devices	scattered	about	the	internet.	e.g.	The	botmaster	could	threaten	to	attack	a	company’s	web	servers	if	they	do	not	
pay	protection	money.	This	is	known	as	a	“DDoS”	or	Distributed	Denial	of	Service	attack.	Or	the	botnet	might	be	ordered	to	send	
millions	of	spam	emails	on	behalf	of	a	paying	customer.	This	is,	in	fact,	how	much	spam	is	sent.	In	these	scenarios,	your	computer	
would	be	part	of	a	marching	army	without	your	knowledge!	Botnet	malware	is	designed	not	to	hog	too	much	of	your	computer’s	
resources	so	you’re	unlikely	to	ever	notice	it’s	there.
 
Exfiltration
Sometimes	malware	is	designed	to	search	a	company’s	network	for	sensitive	information	that	it	can	steal.	For	a	larger	company	
that	might	be	corporate	trade	secrets	or	financial	info	to	assist	with	trading	(using	insider	information).	But	for	any	sized	company,	
large	or	small,	that	can	include	sensitive	client	information.	Don’t	think	that	data	breaches	are	limited	to	Target,	Home	Depot,	
Adobe,	and	other	huge	companies.	Data	exfiltration	malware	could	hit	anyone.

Losing	control	of	sensitive	client	information	is	probably	the	worst	thing	that	could	happen	to	you	and	your	company.	The	liability	
is nearly limitless and it’s professionally embarrassing as well.
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Fake FBI Warnings
These	have	been	around	for	a	while.	A	full	 screen	with	the	FBI	 shield	
(or	 some	 other	 recognizable	 law	 enforcement	 agency)	 displays	 a	 dire	
warning about how your computer was used to surf child porn or some 
other	illegal	activity.	It	may	say	that	you	must	pay	a	fine	or	face	arrest.

Of	course,	it’s	a	fraud	and	you	should	not	pay.	Although	this	malware	
is	 usually	 harmless	 (it	 doesn’t	 try	 to	 damage	 your	 files	 or	 computer),	
getting	rid	of	it	can	be	difficult.

Robert Ricketts
Palm Beach County I.T.
www.pbcit.com
Ph. 561-818-1716
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If you have friends in the roofing industry, ask them to attend a meeting and perhaps 
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